Writing Security Policies and Standards

with Marc Menninger

LEARNING

ISO 27001 Security Policy Architecture

. Human . System and S
Asset Information Physical y Application Secure
Governance . Resource . Network . . .
Management Protection . Security L Security Configuration
Security Security
« Information « Asset « Data protection policy  « Personnel security « Physical security « Network security « Application « Configuration
security policy m:\l?cagement « Encryption policy policy policy policy security policy moal|i1cagement
« Security poficy . Data classification « Security training and « Environmental « Endpoint security » Secure policy
governance policy « Intellectual olic awareness policy security policy policy development « Change
« Risk management p:gf::tti);n olic . Eata ):etention olic « Visitor access policy « Wireless security policy moal?cagement
policy P policy policy policy policy
: « Data leakage . « Software
« Segregation of N . « Cloud security N .
duties policy prevention policy policy mosltizllatlon
« Acceptable use policy
policy (AUP)
« Social media policy
« Internet usage policy
« Email security policy
Identity and Threat and Supplier Information Information
oe - . . Legal and . .
Access Vulnerability Continuity Relationships . Security Event Security
. Compliance
Management Management Security Management Assurance

« Access control

« Vulnerability

« Disaster recovery

« Supplier security

« Compliance policy

« Incident response

« Log management

policy management policy policy « Privacy policy policy policy

« User policy « Backup policy « Third-party « Data breach « Security audit
authentication « Patch security policy response policy policy
policy malpagement « Incident reporting

« Useraccount poficy policy

management policy

« Malware and

» Mobile device

antivirus policy

« Security
monitoring policy

policy

« Bring your own
device (BYOD)
policy

Writing Security Policies and Standards with Marc Menninger lof1l



